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What is Risk Management

What is risk?

The Australian/New Zealand Standard on Risk
Management (AS/NZS 4360) defines risk as:

‘The chance of something happening that will
have an impact upon objectives. It is measured in
terms of consequences and likelihood.’

Or simply: ‘Risks are things that could prevent an
organization from meeting its objectives.’



TEN UNIVERSAL BUSINESS RISKS

Erroneous records and/or information
Unacceptable accounting principles
Business interruption

Government criticism, bad press, legal action
High costs

Unrealised or lost revenue

Loss or destruction of assets

Competitive disadvantage and/or public dissatisfaction
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Fraud or conflict of interest
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Inappropriate management policy and/or decision making
process
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GENERIC SOURCES OF RISK

Commercial and legal relationships
Economic circumstances

Human behavior

Natural events

Political circumstances
Technology and technical issues
Management activities and controls

Individual activities



Objectives of RM

Risks arising from business strategies and
activities are identified and prioritized

Management and the board have determined the
level of risks acceptable to the organization

Risk mitigation activities are designed and
implemented to reduce or manage risk to the
acceptable level

Ongoing monitoring activities are conducted to
periodically reassess risk and the effectiveness of
controls to manage risk

The results of risk management are periodically
reported to the board and stakeholders



Benefits of RM

Encourages better quality service delivery

Protects key personnel and intellectual
property

Fosters legal compliance

Promotes public, employee and customer
safety

Achieves better resource allocation



Implementation of RM

WHO IS RESPONSIBLE FOR RISK MANAGEMENT?

* Risk Management is a key responsibility of
management

* The Chief Executive has ultimate responsibility for
risk management within the organization

* Management must ensure that sound risk
management processes are in place and functioning



KEY ELEMENTS OF RISK MANAGEMENT

e The attitudes and attributes of the Board or CEO
(the “tone at the top”) which establish the overall
risk control environment

* Analyses of external and internal risks which
potentially affect the achievement of the objectives

* The controls established throughout an organization
to mitigate risk

* The monitoring process which ensures that the
system remains effective and dynamic



GETTING START ON RISK MANAGEMENT

Board and Executive attitude to risk management:
* Agreeing on the risk management framework

* Risk management processes

* Training

* Implementation

* Quality assurance



RISK MANAGEMENT PRACTICES

* Formal or informal
* Quantitative or subjective

* Embedded in the business units or
centralized at a corporate level
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SRESPONSIBILITY TO IMPLEMENT RM

* Chief Audit Executive (CAE)
* Chief Financial Officer (CFO)
* Chief Risk Officer (CRO)



RM IMPLEMENTATION
KEY SUCCESS FACTORS

Having strong and visible support from senior management

Having a dedicated group of cross-functional staff to drive ERM
implementation

Closely linking ERM to the key strategic and financial objectives of the
organization

Introducing ERM as an enhancement to already well accepted
processes, rather than a stand-alone process

Importing ideas from outside

Proceeding incrementally and leveraging :early wins”



BARRIERS TO IMPLEMENTING RM

* Organizational culture

* Benefits are unclear to senior management
* Lack of formal process

* Organizational ‘turf

* Lack of understanding

* Lack of skills and expertise



RISK CLASSIFICATION

Risks may be classified in a variety of risk frameworks as follows:

Strategic Risk — examples include risks related to strategy,
political, economic, regulatory, and global market conditions;
also include reputation risk, leadership risk, brand risk, and
changing customer needs.

Operational Risk — risks related to the organisation’s systems,
processes, technology, and people.

Financial Risk — includes risks from volatility in foreign
currencies, interest rates, and commodities; also include credit
risk, liquidity risk, and market risk.

Hazard Risk — risks that are insurable such as natural
disasters; various insurable liabilities; impairment of physical
assets; terrorism



RISK MANAGEMENT PROCESS
The Aus/NZ Standard on Risk Management (AS/NZS 4360)

Establish the context

Establish the strategic, organizational and risk management context.
Identify risks

Identify what, why, and how things can arise for further analysis.
Analyze risks

Determine the existing controls and analyse risks in terms of consequence and likelithood in the
context of those controls.

Evaluate risks
Compare estimated levels of risk against the pre-established criteria.

Treat risks

Identity the range of options for treating risks, assessing those options, preparing risk treatment
plans, and implementing them.

Monitor and review
Monitor and review the performance of the risk management system.

Communicate and consult

Communicate and consult with internal and external stakeholders.



Level

SAMPLE LIKELITHOOD RANKING

Probability

Rare

Unlikely

Possible

Likely

Almost Certain

Description

May occur only in exceptional circumstances
(e.g. once in 10 years)

Could occur at some time (e.g. once in 5 years)

Might occur at some time (e.g. once a year)

Will probably occur in most circumstances
(e.g. monthly)

Is expected to occur in most circumstances
(e.g. daily)



Level

SAMPLE CONSEQUENCES RANKING

Descriptor

Insignificant

Minor

Moderate

Major

Catastrophic

Description/Impact

Low financial loss, no injuries

Medium financial loss, first aid treatment, on-site
release immediately contained

High financial loss, medical treatment required,
on-site release contained with outside assistance

Major financial loss, extensive injuries, loss of
production capability, off-site release with no
detrimental effects

Huge financial loss, death, toxic release off-site
with detrimental effect



PLE RISK ANALYSIS MATRIX

. Lae Consequences

Likelihood

Minor Moderate Major Catastrophic

-w"-. Almost Certain
"-_. 5

Moderate



RISK TREATMENT

Avoid the risk

Reduce the likelihood of the occurrence
Reduce the consequences

Transfer the risk

Retain the risk



~ Australian Standard

.....

Risk Management

AS/NZS 4360 (1999)
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1.1 Scope
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Context

Identification

Analysis

Evaluation

Treatment

Communication

Monitoring of RISK



1.2 Application
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1.3 Definitions
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Consequence

Failure mode and effects analysis (FMEA)

Likelihood

Risk Analysis

Risk Evaluation etc.



2.1 Purpose
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2.2 Risk management policy
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2.3 Planning and Resources

2.3.1 Management commitment (mﬁgllﬂm’iuﬂﬂ“r‘m“lﬂ)

2.3.2 Responsibility and authority
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2.3 Planning and Resources (no)

2.3.3 Resources
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2.4 Implementation program
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2.5 Management review
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3.1 General
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| 3.2 Main elements

Communicate and consult

'

— Establish the context —
y

— Identify risks —
v

> Analyze risks ]
v

F—» Evaluate risks e
|

[— Treat risks S

Monitor and review

Risk Management Overview




4. Risk management
process




Ta

v

A
\ 4

Communicate and consult

Establish the context
- The strategic context
- The organizational context _ _
- The risk management context
- Develop criteria
- Decide the structure
\ 4
Identify risk
- What can happen ? < >
- How can it happen ?
Analyse risks
AT Determine existing controls Determine
likelihood consequence _ N
Estimate level of risk
\ 4
Evaluate risks
- Compare against criteria < >
- Set risk priorities
Yes
Assess risks l No
Treat risks
- ldentify treatment options
- Evaluate treatment options P

- Select treatment options
- Develop criteria

- Decide the structure

Monitor and review




5.1 General of Documentation
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5.2 Reasons for documentation
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Australian Standard

Risk Management




Definitions

Risk

Risk analysis
Risk treatment
Consequence
Likelihood

Failure mode and effects analysis (FMEA)
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Terminology and translation

The English-language of this Standard used the
word ‘likelihood’ to refer to chance of something
happening (such as rare , unlikely , likely , almost

certain )



Referenced documents

ISO/IEC Guide 51
ISO/IEC Guide 73
ISO 3534-1
AS/NZS 1SO 9000
AS/NZS 1SO 14004
AS ISO 14050

AS ISO 15489

HB 18.2

HB 436




Scope

This Standard provides a guide for managing risk. This
Standard may be applied to a very wide range of activities ,
decisions or operations of any public , private or community

enterprise , group or individual.

This Standard should be applied at all stage in the life of an

activity , function , project , product or asset



A

ﬁ Purpose

The purpose of this section is to describe how to develop ,

establish and sustain systematic risk management in an organization.

An organization should develop a risk management policy , plan
and support arrangement that can be implemented effectively

throughout the organization.



A

Communicate and consult

Main elements

'

— Establish the context

'

— Identify risks

|

v

Sy Analyze risks

v

— Evaluate risks

!

f— Treat risks

Monitor and review

Risk management overview
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. " Risk management Planning

* Develop risk management plans

* Ensure the support of senior management

 Develop and communicate the risk management policy

« Establish accountability and authority

* Customize the risk management process

 Ensure adequate resources




Case Study :
Risk Management
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Strategy Map
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KPI&KRI
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Organization’s Risk Map
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STATUS OF ERM

(Survey of Top 150 US Organizations in 2000)

STATUS

Complete ERM framework
Partial ERM framework

Planning to implement framework
Investigating concept

No framework and no plans

% COMPANY

11%

38%

20%

22%

9%
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CURRENT STATE OF ERM

LENGTH OF TIME % COMPANY
Less than 1 year 31%
1-2 years 44%o
3-4 years 12%o

5 years or more 13%
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